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Answer All Questions

. No - o Question M
. Name and narrate the approach of the cybcrscdxrity model that is a foundation for
developing security policies to protect data and access. (7) Also, categorise the below-
mentioned vulnerabilities whichever meet the above said potentials. (3)
Man-in-the-middle attacks Phishing

attacks

Spyware

Unpatched software Weak passwords
EXxcessive user privileges
Ransomware
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SQL injection attacks

Distributed denial of service (DDoS) attacks Hardware failures

Misconfigurations

Software bugs

If a user logs in from an unusual ldc—atmgst—ch;can flag this as a potential security
risk and prompt for additional authentication in real- time. Frame the necessary roles
played by “Asset Management” & “Security Controls” to maintain the information 4

security baseline for the context and point out attacker sirategies involved if weak
authentication found in the context.
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Law enforcement agencies need to visit criminal records frequently to get
records, in this case,
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Scenario I: From a social engineering perspective, threat actors aulc.mptgl.c[)] ;;i)l |
: Trus ine . Slincerity,
on a few key human traits to meet their voals: Trustworthiness, Credulity, Y
Curiosity. Laziness

Scenario 2:Malware can be installed on a resource via: Vulnerability and exploit
combinations

Legitimate installers or bootlegged software or media Weaknesses in the supply chain

Social engineering via phishing or drive-by Internet attacks.
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Scenario 3:Poor misconliguration sceurity scttings like below,
Blank or default passwords for administrator or root accounts established upon initial
configuration,
Insecure access that is not locked down after an initial installation (often due to lack of
expertise).
The above techniques leads to escalate the wrong access to gain sensitive information.
What all arc the key components you prefer to take action against above all. Elucidate
' difierent practices and their roles available 1o cover the scenario.
/3 1) As a security analyst, we know inu)lcmcming an information security policy is 2
nightmare. How do Organizations find the compliance needed for them? Explore them in
a detailed manner.(5)
i) Detine comprehensive IT security policies for our VTOP. (5)
Access control policy o
Network security policy Data security
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policy Physical security policy ).
Password policy
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