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An oil and gas company deploys thousands of loT sensors along its pipelines
to continuously monitor parameters such as pressure, temperature, leakage
detection, and environmental conditions. These sensors generate large
volumes of real-time data every minute. If all the generated data Is
transmitted directly to a centralized cloud server for StOrage and analysis, the
system may experience high network bandwidth usage, increased latency,
and delayed response to critical events such as leaks or pressure fluctuations.

a) Explain the limitations of processing and storing all pipeline sensor data
directly in the cloud computing environment.

b) Analyze how Fog Computing can improve the efficiency of the system by
performing local data filtering, processing, and temporary storage near

the data source.
c) Describe how the fog layer and cloud layer can work together to ensure

real-time monitoring and long-term data analysis in this pipeline
monitoring system.

A smart city deploys thousands of loT devices generating real-time data for
traffic, energy, and safety services. To reduce latency, fog nodes process data
locally and send selected data to the cloud. This large-scale setup raises
challenges in cost, device diversity, |security, and efficient resource

management across the system.

s of implementing large-scale fog

Assess the opportunities and challenge el
heir impact on loT application

computing in a smart city, and explain t
performance, scalability, and reliability.

5 — Evaluate, 6 — Create)

co1 BL3
3]
[4]
3]

CO1 BL2

Pagelof4




mﬂuﬂfﬂwﬂgwﬂnm""'"“""HH:--- Tegaa. PP omea s

arable 10T devices to monitor patient

w :
g A smart healthcare system usESErs fﬂranalvsm and emergency re:lspﬂnse. It
’ data, which Is tl"ﬂl"lSl"l"IlttEd to serv Egglﬂgf storage, and alerts. Designers use

involves sensing, transmission, proc B <o oot iR 8 i
2 Petri Net model to analyze data flow, sY )

normal and emergency conditions.

d system
Explain how Petri Nets can be ysed to mocel the data flow an y

SYT H w ]ECES,
behavior of the healthcare loT monitoring system. Descnset:iullgctiﬂn,
transitions, and tokens can represent different stages of da
transmission, processing, and alert generatiﬂl‘ In the system.

%  Aresearch lab develops a Cloud—Fog—Things (C2F2T) architecture to support
loT applications like energy consumption in Cloud—|oT environments, energy
management in Fog-loT integration, remote health monitoring systems,
smart living spaces with cloud atcess and real-time airplane monitoring
systems. They use modeling techniques to evaluate performance metrics
such as energy use, latency, reliability, and resource utilization.

Analyse and Identify the appropriate

. Modeling techniques 2]

i, Performance metrics, and [4]

ii. Key objectives or findings for each of the applications within the  [4]
C2F2T architecture.

5.  Atelecom company serves enterprises with varying needs: high security for
finance, low latency for healthcare, and high bandwidth for streaming.
Instead of separate networks, it uses Software-Defined Networking (SDN)
and Network Function Virtualization (NFV) to create multiple virtual
networks and deploy services like firewalls, routers, and load balancers
efficiently. )

\

Draw and explain the architecture how SDN and NFV technologies support
the implementation of network slicing and enable efficient resource

management for different enterprise services within the same physical
network infrastructure.

:C 6) A government transportation authority deploys an loV-based traffic
monitoring system that collects sensitive data such as vehicle location, driver
identity, and traffic conditions. Since the system hand|es critical and sensitive

information, strong multi-layer security mechanisms are required to protect
data'frnm cyber threats such as unauthorized access, spoofing, and data
" _‘{nampulatiun. Based on the above scenario,
) " ‘ '

of Vehicles (lov). [4]

Describe how security mechanisms at each layer help protect [6]

vehicular communication and ensure data integrity, authentication,
and privacy.
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7.b) A smart agriculture system uses loT g, ¢ to collect field data and send it
18] g - .

to fog nodes for initial processing befqorg loud analysis: | imited fOB rr:;.tnu{ri::;
can cause delays and overload .. many sensors tframimprnuing
simultaneously, making efficient tasy ., pcation ESSEI‘?UEH or AL
performance and resource Ulilizatiop, gormulate this: sceils
optimization problem.

: : Iy ; . . ..o processing latency,  [5]
i Define the objective function te minimizé P o orv; and

considering constraints like fog no
bandwidth. : c
ii.  Explain how optimal task allocation fro™ loT devices to fog nodes can (5]
be achieved.
onitor inventory, customer
ting can cause delays,
ectivity. To address

8.a) A smart retail store uses |loT devices to m
e behavior, and security. Relying only on cloud compu
high bandwidth usage, and dependency;on internet-conn

this, the store adopts fog and edge computing, enabling local processing for
faster decisions, reduced data transfer, and improved reliability, while
sending only summarized data to the cloud.

i.  Which types of middleware can enhance the functionality of the [3]

smart retail system using fog and edge computing?

ii. Explain how middleware helps in integrating IoT devices, managing (7]

communication, processing data at the edge and fog layers, and
coordinating with cloud services.

OR

8b) A smart warehouse uses IoT devices like RFID readers, Automated Guided

Vehicles (AGVs), and sensors to manage inventory and operations. Sending

all raw data to the cloud can cause delays, high bandwidth usage, and

relianc Vi '
€ on connectivity. Processing data at ﬁbarbv fog servers enables faster

decisions, r
, reduces network |o .

ad, and ensures cont .
Warehouse operations, : R S

; >Mart warehouse system.
. Draw and ex

inte
Brating heterogeneous 10T devices, ensuring real-time processing,

mana | 1 = w "=
allncai;ng communication, supporting scalability, optimizing resource
on, and maintaining security across 0T, fog, and cloud layers.

Discuss the various middleware design challenges in a fog-enabled [4]

plain the suitable middleware architecture which [6]
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o a 8 5Y5tem that uses sensors and CC
authority deploys @ J!ﬁT Sllabllity acrogg multiple parking lots,
;.-. ﬂfn to monitor parking SPACE T odes tO predict parking demand and
" The collected data is pm:lllﬁ' ) desig ners plan to use FogTorch
guide drivers to available spaces. d' “ONfigurations across fog and
- to evaluate different application
cloud resources,

i Explain how FogTorch can be used P’IL(':*I'Urm Predictive analysis and — [5]
deployment planning for the smaft ¥ | attng System.
il.  Discuss how FogTorch helps evalu: t Ors such ag |ate ncy, resource  [s]

avallability, and application placeimen;
er \drunments

n fog computing

'lmﬁlﬁﬁfhnts Qn loT-based patient ), Nitoring system that uses CO4

arable sensors, smart beds, and fog Eﬂﬂguﬂng nodes to enable real-time

IWS and clinical alerts. The system cq ntmunusly collects and
pmcesses sensitive patient health data -0 | 3nemits summarized
information to the cloud for storage and advance analytics.

. Examine how data is managed and processed across different  [2]
; ~layers (device, fog, and cloud).
» il. Analyze the legal challenge , Including data privacy, regulatory [3]
't, ‘compliance, patient consent, data ownership, retention policies,

~ and jurisdiction.
Evaluate the role of testing anc
‘security, and system reliability.

Analyze how legal and testing considerations impact the [2]

deployment, operation,’ ‘and anagement of fog-enabled
healthcare monitoring Systems.

lidation in ensuring compliance, [3]
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