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CO02: Comprehend the knowledge of urban planning an
CO3: Analyze the security iSsucs and challenges ol smart

CO4: Incorporate project management, planning. and stac
development of smart cities.
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A large, urban municipality is facing increasing pressure 1o reduce its
carbon footprint and transition to a more sustainable energy model. The
city is considering investing in smart city technologies to improve energy
efficiency, reduce emissions, and enhance grid reliability. Develop a
‘plan outlining any five key strategies and challenges that the municipality

should
consider as it embarks on this digital transformation. Fl. =N .
The city of Metropolis has implemented a wide range of interconnected

smart city systems to improve urban living, including smart traffic lights, |

public transportation networks, energy grids, and surveillance systems. \
These systems rely on real-time data and advanced algorithms 1o

manage city operations efficiently. One day, a city employee, John,
accidentally downloads malware onto the city's central control system by
opening a malicious emalil attachment. The malware spreads through the
city's network, infecting various smart systems. Soon, the attacker,
Mallory, launches a ransomware attack, encrypting critical infrastructure
data and demanding a ransom in exchange for the decryption keys.

a) How did the attacker compromise the city's smart

~ systems and what will be the possible consequences of

~ the attack?

b) What aspects of the smart city infrastructure were compromised
in this attack?

| ¢) How could smart cities have protected against such an attack?
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{3 F’”* smart city _ales' a Wireless Sensor Network (WSN) connects
| Numerous loT de vices and sensors across the city to a central base
| station that collects and processes this data to h‘élb manage Ccity

attack by compromising a
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the overall security of smart city's WSN? anci

b) How can smart EiliE{E SRl I.hE'” WSNs 9gainst these ANE 4

are the possible detection and mitigation Strateging 2

4. I can be used to benchmark function
technical performances |

t. Is @ prominent initiative in 45N Standardize yide
Create smart cities

1. assesses several SOCI0Oeconomic aspects of
development in smart city.
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V. IS critical to the understanding of the use of information
systems in dppropriate ways

VL.  Which stage of SHM Involves converting sensor readings into
useful information?

Vii. Which of the following cannot directly measure damage in SHM?

B) Feature extraction algorithms
C) Structural models

D) Statistical classifiers

Viii. is the main objective of Structural Health \
Monitoring.

Ix. A Sybil attack in loVinvolves ———_____ - to mislead the system,

X. loV layer ha ﬂfgs_dg_@_;:gl!gpﬂ@j@m vehicle sensorg.

5. | Chennaj's metro system plans to adopt Structural _Health

delays, increased QI0etiy costs,  jssycslilor data | 10 | 54
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