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Answer All Qutc0 _ course Outcome; BL - Blooms Taxonomy Level (1 - Remember, 2 -

e M-Maxmark;
Understand, 3 - Appl
« Course Qutcomes
1. Famillarized with
Vulnerabilities in the system
2. Gain knowledge about the various attacks caused in an application.

3. Acquire knowledge about the tools used for penetration testing.

y, 4 - Analyse, 5 - Evaluate, 6 - Create)

the basic principles for Information Gathering and Detecting
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1 | What is CvSS? How do you think it is signilicant for vulnerability assessment?
7~ Detail three different types of scans that you can perform for vulnerability | 10 | 1 | 2
} assessment using Nessus. |
‘L,Z/’ Elaborate on how a DNS query is resolved? Detall the various types of DNS records. 10l211 \
List the tools and commands that you can use for DNS enumeration. N |
7 [a) What s a social engineering attack? Detail the following types of social \
engineering attacks and its countermeasures
o Pretexting
* Whaling 10| 2|1
* Haiting
* Phishing,
- /A/l Dumpster Diving
Vll ncfab . 3 St = Y —
‘/ 3306, lllustl;al::?x machine is accepting requests on these open ports: 21, 22, and
this system Pm:,‘:::’.)ﬂ\l can use NMAP scripts to gain further information about 10l 2] 4
] € a minimum of two scripts for each service using the open =
;/ "lum'au_- ho R T
W you would use pas n il 2
dS5W - o1t . 4 . o . -
' the following scenarios: Password cracking tools to crack the password for
Aﬂlv cant )
aining username
MOthew 510153090 Ve ‘: ;‘3‘1 Password hashes of users as shown below
‘ 4. V. v ' » ” » o o
. “ubML"’:ZOO%,-o;gggg 5. 7’ VAM|/qOSEc.d553.9TtwsSvK4rVEZ fon)c HMGEgbx A
pa"Yslum Funning an S Service | o
L an;s-wmd (for instance, the ye Wt uses a commonly used username and
Wiy ' < usern; » - Srg g x ¢
\j\\‘ qwerty’) meand password may be like ‘welcome’
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