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Error Detection and Correction

@ Whenever bits flow from one point to another, they are subject to unpredictable
changes because of interference.
This interference can change the shape of the signal.

Note:

Data can be corrupted during
transmission. For reliable
communication, errors must be
detected and corrected.
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Error Detection and Correction

@ Types of error:

e Single bit error
o Burst error
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Error Detection and Correction

@ Types of error:
e Single bit error

o Burst error
@ Note: I

In a single-bit error, only one bit in the
data unit has changed.

0 changed to 1
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Received Sent
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Error Detection and Correction

Error Detection and Correction

@ Note:

A burst error means that 2 or more bits
in the data unit have changed.

Length of burst
error (5 bits)

Sent
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A5,

/! Bits corrupted by burst error
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Received

Dr.S.Thamizharasan, Assistant Professor/SCOPE BCSE308L - Computer Networks

5 /41



Error Detection Techniques

@ The correction of errors is more difficult than the detection.

@ In error detection, we are looking only to see if any error has occurred. We are
not even interested in the number of errors.

@ In error correction, we need to know the exact number of bits that are corrupted
and more importantly, their location in the message.

@ The number of the errors and the size of the message are important factors.

o For example;
if we need to correct one single error in an 8-bit data unit, we need to consider
eight possible error locations; if we need to correct two errors in a data unit of
the same size, we need to consider 28 possibilities.
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Error Detection Techniques

@ Error Detection Techniques:

e Redundancy

o Parity Check

e Cyclic Redundancy Check(CRC)
o Checksum
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Error Detection Techniques
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Figure 1 : Structure of encoder and decoder
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Error Detection and Correction

Error Detection Techniques

@ Note:

Error detection uses the concept of
redundancy, which means adding
extra bits for detecting errors at the
destination.
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Error Detection and Correction Error Detection Techniques
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Parity Check

Receiver node Sender node
Drop parity
bit and accept data | 1100001
Data
y
Count Calculate
bits parity bit
Eb 1100001
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Error Detection and Correction Error Detection Techniques

Parity Check

@ Note:

In parity check, a parity bit is added to
every data unit so that the total
number of 1s is even
(or odd for odd-parity).
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Two Dimensional Parity Check

Original data
[1100111 1011101 0111001 0101001 ]

1 1 0 0 1 1 1 1
1 0 1 1 1

Row parities

0
———0 1 1 1 0 0 1]0
0 1 0 1 0 0

0 | 1 Celumn parities

r 0 1 0 1 0

~«——{ 11001111 10111011 01110010 01010011 _01010101]

Data and parity bits
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Error Detection and Correction Error Detection Techniques

Two Dimensional Parity Check

@ Note:

In two-dimensional parity check, a
block of bits is divided into rows and a
redundant row of bits is added to the
whole block.
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Error Detection and Correction Error Detection Techniques

Cyclic Redundancy Check (CRC)
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Error Detection and C: on Error Detection Techniques

Cyclic Redundancy Check(CRC)
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Error Detection and Correction Error Detection Techniques

Cyclic Redundancy Check(CRC)
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Error Detection and Correction Error Detection Techniques

Cyclic Redundancy Check(CRC)
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Division
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Cyclic Redundancy Check(CRC)

Quotient
111101
Divisor 1101 )100 10 0[000 <—E)?ttrallil::?h
1101 ,L s
1000
1101
1010
1101
110
101
When the leftmost bit 0110
of the remainder is zero, 0000
we must use 0000 instead
of the original divisor. 1100
1101

Remainder
Figure 2 : Binary division in a CRC Generator
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Cyclic Redundancy Check(CRC)
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Figure 3 : Binary division in a CRC Checker
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Cyclic Redundancy Check(CRC)

86 BS 84 aj az a1 ﬂo
| 1 | 0 | 0 | 0 | 0 | 1 | 1 | |1 0O 0 0 0 1 1|
| e & @F F o ¢ 0P o OF vl | X
a. Binary pattern and polynomial b. Short form

Figure 4 :  Polynomial to represent a binary word
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Cyclic Redundancy Check(CRC)

@ Exercisel: For the given M(x) = x3+ 1 and generator polynomial x> + x + 1,
show the generation of codeword at sender site and receiver site. Assume that
no error in codeword.
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Cyclic Redundancy Check(CRC)

@ Exercisel: For the given M(x) = x3+ 1 and generator polynomial x> + x + 1,
show the generation of codeword at sender site and receiver site. Assume that

no error in codeword.
@ Solution: In polynomial CRC, dataword is multiplied with order of generator

polynomial
Thatis, (x> +1) x x3 = x% +x3

_— 3 e
Divisor x>+ X Dividend:
3+ X+ 1 x6 + x3 ~—— augmented
N . dataword
x4

x4+ x2 o+ x

Codeword| x6 + x3

Dataword Remainder
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Cyclic Redundancy Check(CRC)

o Exercise2: Given the dataword 1010011110 and the divisor 10111
(a) Show the generation of the codeword at the sender site (using binary
division).
(b) Show the checking of the codeword at the receiver site (assume no error).
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Error Detection and Correction Error Detection Techniques

Checksum
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Error Detection and Correction Error Detection Techniques
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Error Detection and Correction Error Detection Techniques

@ Sender Site:

The message is divided into 16-bit words

The value of the checksum word is set to 0.

All words including the checksum are added using one's complement addition
The sum is complemented and becomes the checksum

The checksum is sent with the data
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Error Detection and Correction Error Detection Techniques

@ Receiver Site:

The message (including checksum) is divided into 16-bit words

All words are added using one's complement addition.

The sum is complemented and becomes the new checksum

If the value of checksum is 0, the message is accepted; otherwise, it is rejected
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Error Detection and Correction Error Detection Techniques

@ Exercisel: Let us calculate the checksum for the given four frames and do the
generation of codeword at sender and receiver site
Framel:11001100; Frame2:10101010; Frame3:11110000; Frame4:11000011
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Error Detection and Correction Error Detection Techniques

@ Exercisel: Let us calculate the checksum for the given four frames and do the
generation of codeword at sender and receiver site
Framel:11001100; Frame2:10101010; Frame3:11110000; Frame4:11000011

@ Solution:

Frame 1: 11001100
Frame 2: + 10101010
Partial Sum: 101110110
+1

01110111

Frame 3: + 11110000
Partial Sum: 1 01100111
el

01101000

Frame 4: + 11000011
Partial Sum: 1 00101011
el

Sum: 00101100
Checksum: 11010011

Dr.S.Thamizharasan, Assistant Professor/SCOPE

Frame 1: 11001100

Frame 2: + 10101010
Partial Sum: 1 Ollldm
Lol

01110111

Frame 3: + 11110000
Partial Sum: 1 01100111
Gl

01101000

Frame 4: + 11000011
Partial Sum: 1 00101011

Tt
Sum: 00101100
Checksum: 11010011
Sum: 11111111

Complement: 00000000

Hence accept frames.
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Error Detection and Correction Error Detection Techniques

@ Exercise2: Let us calculate the checksum for a text of 8 characters (Forouzan).
The text needs to be divided into 2-byte (16-bit) words. Use ASCII (see Ap-
pendix A) to change each byte to a 2-digit hexadecimal number. For example,
F is represented as 0x46, o is represented as Ox6F, r is represented as 0x72, u
is represented as 0x75, z is represented as Ox7A, a is represented as 0x61 and
n is represented as Ox6E.
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Error Detection and Correction Error Detection Techniques

@ Exercise2: Let us calculate the checksum for a text of 8 characters (Forouzan).
The text needs to be divided into 2-byte (16-bit) words. Use ASCII (see Ap-
pendix A) to change each byte to a 2-digit hexadecimal number. For example,
F is represented as 0x46, o is represented as Ox6F, r is represented as 0x72, u
is represented as 0x75, z is represented as Ox7A, a is represented as 0x61 and
n is represented as Ox6E.

@ Solution:

o 0NN A
o = N O
o N O O
oS mx» m T

8 F C 6
e—— 1
8 F C 7
7 10 3 8

Carries

)
Checksum (initial)

Sum (partial)

Sum
Checksum (to send)

N O NN b
S = unn N O
w o N OO
© m>» T m

FFFE
el
FFFF
0000

Carries

(Fo,
(e

(u

o

)
)
)

N

(an)

Checksum (received)

Sum (partial)

Sum
Checksum (new)

a. Checksum at the sender site

Dr.S.Thamizharasan, Assistant Professor/SCOPE

BCSE308L - Computer Networks

a. Checksum at the receiver site

29 / 41



Error Detection and Correction Error Detection Techniques

@ Exercise3:

A sender needs to send the four data items Ox3456. OxABCC. Ox02BC. and OXxEEEE.
Answer the following:

a.
b.

(67

Find the checksum at the sender site.
Find the checksum at the receiver site 1f there is no error.

Find the checksum at the receiver site if the second data item is changed to
OxABCE.

. Find the checksum at the receiver site if the second data item is changed to

OxABCE and the third data item 1s changed to Ox02BA.

Dr.S.Thamizharasan, Assistant Professor/SCOPE BCSE308L - Computer Networks 30/ 41



Error Detection and Correction Error Detection Techniques

Hamming Code
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Error Detection and Correction Error Detection Techniques

Hamming Code

@ The most common type of error correction are
(1) Error Correction by retransmission
(2) Forward error correction

@ In error correction by retransmission, when an error is discovered, the receiver
can have the sender retransmit the entire data unit.

@ In Forward error correction, a receiver can use an error correcting code, which
automatically corrects certain errors.
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Hamming Code

Hamming code is a Forward Error Correcting Code(FEC) that uses redundant
bits to correct a single bit error.

For 4 bit codes, 3 redundant bits are needed, total = 7 bits.
For 8 bit codes, 4 redundant bits are needed, total =12 bits.
All bit positions that are powers of two are parity bits.

All other bit positions, with two or more bits in the binary form of their position,
are data bits.
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Error Detection and Correction Error Detection Techniques

Hamming Code

@ Hamming codes use the redundant bits to check the data bits using the concept
of one redundant parity bit covering a number of data bits according to the
binary code table.

@ Bit errors can be found by identifying which parity bits are incorrect and de-
termining which data bit was covered by those parity bits.
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Hamming Code

@ Parity bit 1 covers all bit positions which have the least significant bit set: bit
1 (the parity bit itself), 3, 5, 7, 9, etc.

@ Parity bit 2 covers all bit positions which have the second least significant bit
set: bit 2 (the parity bit itself), 3, 6, 7, 10, 11, etc.

@ Parity bit 4 covers all bit positions which have the third least significant bit
set: bits 4-7, 12-15, 20-23, etc.

@ Parity bit 8 covers all bit positions which have the fourth least significant bit
set: bits 8-15, 24-31, 40-47, etc.
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Error Detection and Correction Error Correction Techniques

Hamming Code

@ Let m be the message bits and r be the check bits, that allow all single bit
errors to be corrected, then this requirements requires

(m4+r4+1)<2°

Number of Number of
data bits redundancy bits
r

2
3
3
3

Figure 5 : Data and redundancy bits
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Hamming Code

11 10 9 8 Té 6 5 4 3 2

n

Figure 6 : Positions of redundancy bits in Hamming code

Dr.S.Thamizharasan, Assistant Professor/SCOPE BCSE308L - Computer Networks

37 /41



Error Detection and Correction

Hamming Code

r, will take care of these bits.

Error Correction Techniques

11 9 7 5 3 1
[aJaJa] g ]a]aJa]n]a] a5
r, will take care of these bits.

1 10 7 6 3 2
|d]d]d]| g |d]afd] n|da] a5
ry will take care of these bits.
7 6 5 4
ldfald| i |d]a]ld]m [d| s ]| s
rg will take care of these bits.
1 10 9 8
ldflalJal g |a]ala] n|a]rn]ns
Figure 7 :  Redundancy bits calculation
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Hamming Code

Data:
(tfofJof] Jufrfof [of [ | 1uoa1ta101
1 10 9 8 7 6 5 4 3 2 1
| | 1 I | I
Adding:‘1|1|0|OI |1|1|UI Ill |1\
11 10 9 8 7 6 5 4 3 2 1
- p— Ll
Addingrs [ 1 JoJo ] JTiJ1Jol Ti1Jo]1]
11 10 9 8 7 6 5 4 3 2 1
[ T T 1
Adding1‘4|1|0|0’ |1|1|D| 0I1|0 | 11
11 10 9 8 7 6 5 4 3 2 1
[ T T 1
- Code:
Addingrs[1 JoJo[ 1t J1JrJoJoJ1JoJ1] 100110130101
11 10 9 8 6 5 3 2

Figure 8 :  Example of Redundancy bits calculation
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ion Error Correction Techniques

Hamming Code

Corrupted

I}IOI?III?III?IOI}IOI}I

[1Jofo] 1ot o o[1]o]1]

[1]ofo[1]oft]ofof1]o]1]

-

i
11

o

The bit in position 7 is in error. 7

ANONOROOROE J
01
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Hamming Code

@ Exercisel: The code 11110101101 was received. Using the Hamming code,
what is the original code sent?
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