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 Course Outcomes: 1. Understand the security principles and mechanisms
2. Analyze and evaluate cryptographic primitives

Q.No. Question 71—
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‘ ‘ Marks |
F (a) Consider an ATM machine of a bank in which users provide a 5 | col | BIL.2

personal identification number (PIN) and a card for account access. How
does confidentiality, integrity, and availability are maintained for the \

|
safer transaction of this banking system. Give examples of each secure | ’
services. | |

|

(b) Perform the Playfair cipher technique for the given plaintext 5 |Col|BL3|
“GREENOS” and obtain the Cipher text for the key “BOYFRIENDS", | 1

2. Corppute the AES Mix column process for the given values and \ 10 [CO2 | BL4
derive the new bytes to fill the mentioned two columns. Show the | }
computations in detail to derive the value for the ‘7" column. }

e — — _ - 1 ISR 1
l\fv/rlle db(»)ul the popular symmetric algorithm that derives the conceptot |10 FCO2 |1
eistel cipher structure ang discuss one round structure of the same |

— Aa_l;_'ko[ilhrpwi_ngcgail with a neat sketch. |

o o — f v | )
How does multiple encryptions of DES be effective from attachs 0o
Dcs;rlbc IS concepls along with the way of handling multple keys

— | detail. . ‘ |

eail. B 1 3 | CO2 B
(‘Q Compute $ (1000). o]
(b) Solve angd find the value for 29° mod 100 using Modula
Exponentia| simplification method.

(I( ) Find the Multiplicatiye inverse of 103 mod 676 usiop Fxtended
LEuchidean Algorithm.
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