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. Cloud Computing

Answer ALL Questions
(10X 10 = 100 Marks)

A non-
profit organizati
Nization w
ants to lower ts IT expenses while giving its remote team

members bett
er access to
its data and apps. They're thinking about implementing

cloud com
puting. List
out
the main benefits in migrating to cloud environment?

Discuss the po
tential risks w
n :
a cloud environment that the people should be aware

In order to organize i
rganize its hybri
RIS Cloud e ybrid cloud strategy, a financial institution is looking to adapt
u
A puting Reference Architecture. Discuss the NIST-defined rol
ponents that apply to their hybrid cloud setup v

A mid-sized com i i
pany is evaluating the total cost of ownership (TCO) be
premise and i foi
cloud infrastructure for their growing IT needs over a peri -
e B period of 12, 2
ey need a cost-efficient solution that factors in both :
ongoing costs. Below are the itemized costs for each option: wentand

itemized Monthly  Up-Front(On-  Up-Front  On-Going (On-  On-G
. n-Going

Costs premise) (Cloud) I
Data Center Space  $5,000 $0 szﬂ:fem se) 5 (Cloud)
Network Equipment $3,500 S0 $150 53
Servers $15,000 $0 $500
Storage $8,000 S0 $300 :;,Zﬂﬂ
Security Software  $2,000 $0 $100 sﬂ‘}”
Maintenance and $0 $0 %
Support . $600
Backup Solution 54,000 ’ $150 53'0
0
Labor and 41,200 $L000  ¢gn
Management $500
performance 50 %0 0
Degradation $0
h for bﬁth 0
Calculate the total cost of e n You !Fn PeMise 3 cloug
nths. gased 0" 7" Tindin Ud infrast
over 12, 24, and 36 M" i 8, Ommend e fucture
ch usage Most ¢
Ost

effective solution for ed h
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4, An Organization is looking for a cloud solution t0 serve its multiple users, requiring a
storage capacity in the range of Terabytes, and also would like to have an
infrastructure to deploy their applications. Suggest 2 cloud deployment model with

justification.

@ There are performance problems with an e-commerce company's website during
periods of high usage. Identify the type of virtualization that would address the
performance problems, and how would you go about putting it into practice?

6. A broadcasting company intends to virtualize its production servers but is facing
challenges with 1/0 performance during live broadcasts. What strategies could they
employ to enhance 1/0 device virtualization and ensure uninterrupted service?

7. A startup with a tight budget and limited cloud management experience is deciding
between Google App Engine, Amazon AWS, and Azure for deploying its first
application. Considering their budget constraints and lack of expertise, which

platform would you recommend? Additionally, what specific open-source tools could
they leverage to streamline their development and deployment process?

8. A multinational financial services company operates in multiple regions worldwide
and relies on different cloud providers (such as AWS, Google Cloud, and Azure) to
meet regulatory, performance, and cost requirements. Each region has unigue
compliance standards, workload demands, and latency constraints. The company
aims to implement an inter-cloud resource management system to ensure seamless
workload distribution, minimize costs, and maintain high availability. How would you
design an inter-cloud resource management strategy to address the company’s
regulatory, performance, and cost requirements across multiple regions and cloud
providers? What techniques would you use to handle workload distribution, data
synchronization, and security across these clouds, and what impact might this have

on the company’s disaster recovery and latency performance?

f 9.a)  Workers are complaining about how hard it is to keep track of several authentication
schemes for various cloud apps. Recommend a centralized identity management k

system to improve security and streamline the access control?
OR -
9.b)  Yourapplication needs to store sensitive data, ang you want to ensure that the data is

encrypted at rest on EC2 instances. How can YOU enable the encryption? Explain the
organization and features of Amazon EC2.
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ices has a history of security
o 10.3) You discover that 3 third-party provider of cloud servic

would you apply to
breaches during a standard risk review. What standards Yy

- i how would you
determine whether to keep the collaboration going or not, and y

handle risk Management for the vendor?

OR

10.b) Aclient requires a scalable, Cost-effective,and secure platform for their e-commerce
application. They expect high user traffi

C during peak sales S€asons. How would youy

WS/Azur
¢ loads? What deployment model



