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A company wants to design a network for its 1:3’ office building that spans four
floors. The IT team needs to connect Variousnde artments such as finance, HR,
apd engineering located on different floors pThe network must support
high-speed internet access, secure communicat.ions, and the ability to handle
large amounts of data being transferred within the office-

The following requirements must be met:

a) Each department should have its own dedicated segment to reduce traffic
congestion.

b) The network should be scalable to accommodate future expansions.

c) Security is important, so there must be provisions for isolating departments
and preventing unauthorized access to data.

d) A wireless network should cover common areas like the lobby and cafeteria.

Based on the scenario above, answer the following:

i) What type of network topology would you recommend? Justify your choice.

ii) Explain how VLANs (Virtual LANs) can help with security and traffic
management in this network.

iii) How would you implement a wireless network that ensures sufficient
coverage and security in common areas?

iv) Suggest methods to future-proof this network for scalability.

i) A circuit-switched network has 2 setup time of 2 seconds. If the data
transmission rate is 64 kbps (kilobits per Second) and a user needs to send a
1 MB (megabyte) file,

Calculate the total time required to send the file,

i) Ina circuit-switched nabuork e ptirr(;iagiztlon delay between two nodes i
15 milliseconds, and the Sen::lph usern - milliseconds. |f the d -
transmission rate is 10 Mbps and the ®eds to seng 5 MB of data e

for the COMMmunjcayiq

Calculate the total time required

Time: Th ha
ree Hours N IS TREATED

slot: D2+TD2
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er a 16-bit checksum used for error detectj,

6-bit data words: M- Asender is transmitting ~ [5]

i) Consid
the following three 1
Data 1: 10011001 11001101.
Data 2: 10101010 11110000.
Data 3: 11010111 00101101.

Calculate the checksum that the sender wijj| append to the ¢
e data.

ii) A sender wants to transmit the message 1709797 .
generator polynomial. using a CRC with a [5]

G(x)=x3+x+1 (which corresponds to the binary 19 :
ik Y L011). Find the transmitted

In a Class B network with the IP address 172.16,0,0 and the defaul
calculate the maximum number of hosts that can pe ac:commizutt ;UbHEt i -
ated.

i, Calculate the number of subnets and hosts in a /20 subnet

ii. Determine the valid host range for the subnet 172.16 0 0/2'2?
iii.  Whatis the next subnet for 172.16.0.0/24? pie g
iv.  How many total addresses arcin a /19 subnet?

Describe the key fields in the IPV4 header and discus :
s th i
the main fields of IPV6 header? G

a) A small'company is designing its internal network, and the IT team wantsto  [7
determine the most efficient paths for data to travel between its servers. The :
network consists of 6 servers: S1, S2, $3, S4, S5, and S6. The servers; are
connected by cables with different data transfer ti i

r times i
copsaes Ty e ‘ (weights), as shown in

Server1 | Server2 Data Transfer Time (ms)
Sz S2 7 ms
S1 S3 9 ms
S1 S6 14 ms
S2 S3 10 ms
S2 S4 3 15 ms
S3 sS4 11 ms
S3 S6 2ms
s4 S5 W 6ms
S5 $6 | 9 ms

The | . imi

baICUI'artil‘t‘eatr: “;-,ants to optimize communication between the servers by
Ztnes ortest path (in terms of data transfer time) from Server S1 to

all other servers in the network

Task:

i US. H r £}

) ; m"g D;:kstra s Algorithm, determine the shortest path from Server S1

_ toallother servers (s2, 53, 54 S5 and S6)

::,)) FDc;r ea-;h c:‘estlnation server, Iis’t th'ea ath takena
scribe hoe the algorithy, works sfep-by-step:

nd the total transfer time.
including:

* How the algorithm sele

" How the algorithm Updcts the next node to Visit:

ates the shortest known path to each node.
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b) A Compan\/, ”GlobaITECh "
veral offic r B i [
s€ y -€S across gi, re Perates an international network spanning
connect their networks, 4 tnt COntinents. The company uses routers to
ensure d?ta can flow betye, ®se routers exchange routing information to
used a Distance Vector rq, " all offices efficiently. Initially, the company

; in -
convergence times ang g, 8 Protoco| (RIP), but after experiencing slow

switching to a Link State routi?iona' routing loops, they are considering
g

Questions: Protocol (OSPF).

Routing Loop Prevention:

In th_e compa!W’s current Distance Vector s RIP), a router failure caused a
o o e ik Explain Wwhy retUP_ ( Ioc’)ps can occur in Distance
Vector protocols and describe two techp; ine <plit horizon, hold-down
timers) used to prevent this issue, iques (e.8- SP

i) Elucidate the role of Queuing Mechanisms in Congestion Control.

i) Deliberate some common Congestion Avoidance Mechanisms used in TCP?

An international company, "NetCom Corp," provides IT services for several
dients. They manage web servers, file servers, email systems, and network
devices for clients around the globe. The company uses 3 variety of protocols to
handle different tasks, including FTP for file transfers, HTTP for web services,

SMTP for email communication, and SNMP for network monitoring and
m has been tasked with ensuring smooth operations

management. The IT tea
s with each protocol.

across all services, and they are facing specific challenge

Questions:
n uploading large files to the company’s

i) One of the clients reports issues whe
ke too long, and sometimes it fails

file server. The transfer seems to ta
mid-way.
a. Explain how FTP works and ide

causing the slow transfers or failures. o
b. What can the IT team do 0 improve the reliability and speed of file

transfers using FTP?

ntify two potential issues that could be

i) The company’s web server which hosts 3 critical application, is experiencing
high traffic loads, causing some users t0 report slow page load times.

B text of web browsing.
; ctions in the €01 i
;. \E,:,(Eimt:;:,:lzz fs:n the IT team implement to optimize HTTP

perfo and reduce the impact of high traffic on the web server?
rmance

, complaining about email delays and
iii) The IT team notices that some clients aré . :
fallores I senndfngrenmall e smails et stuck in the outbox or fail to reach

their destinations.
e

a. Describe how SMTP hand! -

dela i in this prote*=
5 SUggyeSs:rtf::u::altegies S te?gl\;_a}:‘ use to troubleshoot and
’ . thel server.

resolve email delivery jssues int

S email delivery and what could cause

[3]
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9.a)

9.b)

10.a)

10.b)

th

i) In a Slotted ALOHA system,.Ze ‘
1 Mbps. The average packet s!

put of the system,

1000 bits,

Calculate the maximum through

ii) In a Slotted ALOHA network, 10 usersfa s rempting to send packets, and
each user generates packets at a rate 0 0.5 packets per second.

Calculate the probability of a packet collision when one yser attempts to send a
packet.

OR

i) Inalocal area network (LAN) using CSMA, a device called Device A wants to
transmit data. Before sending, it listens to the channel and detects that it is
idle. Device A begins transmitting its data, Just after it starts transmitting,
Device B also senses that the channel is idle and starts transmitting
simultaneously.

Explain what happens next and how CSMA helps manage this situation.

ii) A network engineer is trying to decide whether to implement a CSMA or
CSMA/CD protocol in a newly designed local area network. Discuss the
advantages of using CSMA/CD over CSMA in terms of efficiency and collision
management.

An |P datagram has arrived with partial information the header
4500005400030000 2066...

i) Whatis the header size

ii) Are there any options in the packet?

ili) What is the size of the data

iv) Is the packet fragmented ‘

v) How many more routers can the packet travel to?

OR
In a network using a link-state routing protocol, consider routers A, B, C, D, and
E, connected as follows:

* Aisconnected toB and C.

* Bisconnected to A, C, ang D.
» Cisconnected to A, B, and E.
¢ Disconnected to B,

e EisconnectedtocC.

i) Ifanew link is established between routers B and E with a cost of 4, explain:

» The process of LSA ﬂooding across the network.

* How routers update their Jink-state databases and recalculate their
shortest paths.

ii) After the new link is eg

tablish ulate the new shortest path from
Router D to Router E. ed, calc

<:><:><:> D/L/TX O
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