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i T
\.A’-/ “people are the identified weakest fink” for any cyRer e e
the above quote, from the sampie conversation provided identify below

discuss the attack with its categories:

Conversation

Mr. A ¢ Helia?
Mr. B & Hi, This is Thomas fram Tech support: Du

constraints on the file server, we will be maovin
directories 10 another disk: Your account will be 8

and will be unavailable temporarily. _
home by then, anyway.

M, A= Oh, ok. Na problem, | will be at my
Mr. B2 We just need to check @ couple of things. What 5 your

e to some disk space
g a few user's home
part of this move

| (isername ? .
Mr, A : User name is «a¥_ Nane of my files will be lost in the move,
fight?, Mr.B

the same. What

Mr. 8 2 No sir, but we will have to chack your account

is the password of that account?
M. A : My password (s "ABCD123%.
adr. B 2 Ok, Mr.A, Thank you for your cooperation.
e A Thank you, Bye '
Call disconnected...
3G internet mobile phones is a sot of standards forwireless mobile communication

systems that prnmifés to deliver gquality multimedia services along with high
; quality voice transmission. 3G features are more: attractive for popular attacks
pased on its types of mobility. Discuss various types of mobility along wi :
\'}/ against 3G mobile networks. i Gt
As an attacker, explain the process involved in manual i
- expl . password cracking with their
types and lise out easily guessable passwords. Also, explain any ﬁug asswm'ld
j/_ cracking tools along with their functionalities. <
Cyber criminals have been cau, i i
ght for various issues such as deliveri
ring offens
ge:;ges&k::nr:y Tl;eft, Impersonation, Violation of Privacy and cybe fterruﬁ::
port the development of cyber security infr :
e i el ; astructure, amendments also
A aities for ; :
compensation, Settfngpﬁp an éuthurit:hf]:)art'llr'r ST e e
] [ em ion. Di
made to Indian (T} ACT 2000 and 2008. EISIEAnel e B ciaees
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./5/. o*""’*' forensics is the most important part of investigation of cyber-crimes.
Digital evidence also plays a major role which is produced in the court of Law.
One of the US sports-calebrity has received an email content which affects his
?P“mlﬂ'“ in sports field. Apply forensic analysis for an e-mail and trace the
invalid email address using Request for Comment [RFC) documentation.

llustrate the reat life use of forensics with a case study.

.
1~ social mediamarketing has become dominant in the industry which gives rabh
to privacy Issues. Apply online social media tools and analyse best practices
\Ja/ that suits your business.

Networking devices of an organization is frequently exploited to unavailability
because of an unauthorized access by attackers. They generate distinct
attacks based on nature of the victim like {or) such'as an individual, society,
organization etc, As a security analyst discuss any five cyber crime issues
against an individual with suitable examples.

\%&f Mohilammputlngis stepping into 66 tachnologies with variety of applications
and speedier networks. Mobile security is utmast impartant for its intended
users. Discuss various technical challenges of mobile security with respect to
AithN security service providing suitable illustration.

QR

9.b)  Protecting data with cover images, water marking and secret coda results the
field “Steganography®. List out and explain various steganography and
steganalysis tools used for safeguarding of data. Apply the logic of
steganography for sudoku puzzle game and illustrate the game on revealing
data patterns.

10.3) Cyber-crimes and its legal landscape around distinct regions will vary based

; /f on the severity of crime. According ta court of law, legal measures have been

e __,,-:r" constituted for handling such cyber crime issues. Discuss cyber-crime laws
proposed by asian-pacific countries to handle such cyber incidents. ™

OR
10.b)  Evidence plays a major role in forensic analysis., Physical context of evidences.
will be accepted by court of law as per Indian [T ACT 2000. From the second
cchedule of Indian IT ACT 2000, digital evidence is also accepted by the court
of law, Discuss various guidelines proposed by cyber court far collecting digital
evidence to investigate such cyber-attacks.
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