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Answer ALL Questions
1. Identify the malware that invade your computer by hiding its original identity and install
malicious operational program on the targeted victim. The malware is related to cavalry
kingdom attack which has many shades to generate cyber security attacks. Discuss its types

providing suitable examples.
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it is as much important to secure banking transactions of a customer by deploying suitable
cryptographic techniques. ABC bank has introduced security measures for their bank
customers by providing cryptographic key systems. Explain technical elements of
cryptography and types of cryptographic key systems in order to secure customers data with
appropriate illustration.

" As a network administrator, illustrate the established campus network with installed
network devices. Discuss about the deployed firewall and its types for safeguarding their
employee privacy by constructing sample firewall rules for social network sites.

/ [magine you are a network security engineer for a mid-sized company. Your organization
has recently been experiencing a series of cyber-attacks, including unauthorized access

attempts, malware infiltration, and insider threats. The company's network infrastructure
includes web servers, databases, and employee workstations, all connected to a central
network. Implement the Intrusion detection system o enhance its security mechanism with

suitable illustration.

5. You are the lead security analyst at a medium-sized e-commerce company thatihandk:.s
thousands of online transactions daily. Recently, your company h.as received a security a1.1+-:,11:!L
report highlighting several vulnerabilities in your web applications, database servers, an

network infrastructure. The vulnerabilities include outdated software versions, Tu:;;np;
ntially
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access controls, unpatched security flaws, and misconfigurations that could po
exploited by attackers. List the System securi ;
company's systems are secure against potential threats.
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