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[rom normal system lemwm !

identilying, this password?

You are examining an Android APK file auspcclccl of being malicious. During static
unalysis, you notice heavy obfuseation and an unusually large number of
permissions being, requested, What steps would you take to determine if this is
Indecd { lllllllt‘lt)llh npp, and whal ype ol malware might it be?
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Anawer A Ouestions
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90 minutes Maximum Marks: 50

M Max ks €O Conesie Outeomey B BHooms T'axonomy Level (1 = Remember, 2 — Understand, 3 —

AppIved - Analyne, 5 Bvaduate, 6 Creale)
Course Ouleomen
= COL < Understond the exeentnble formalts, Windows internals, and APIs.
" COXN = Apply teehnlques and coneepls (o unpaclk, extract, and decrypt malware.

* COd - Comprehend reverse-enginecring, ol malware and anti-malware analysis techniques.
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Question

You have encountered n sunpected metamorphic malware file that changes its code
strueture  with - ench  execution, moking  (raditional  signature-based detection
inellective, How would you use o combination of static and dynamic analysis

lechniques (o annlyzo (his metnmorphic malware? What challenges might you face,
and how would you overcome them?

e

Your organization haos doteeted anomalous behavior su;_j[jcsllngj a fileless malware
nttack, There are no suspicions files on disk, but systems are exhibiting unusual
network activity and process behavior, How would you use dynamic analysis tools,
particularly those from Sysinternals, to deteet and analyze this fileless malware?
What specilie indieators would you look for, and how would you differentiate this
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You have identificd o piece of malware (hat mquncs a p’tssword (0 cxecute its
payload. The password isn't hardeoded in the binary. How would you g0 about
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A Lyhc qectr 1y firm has detected i puluuml walering hole attack targeting websites
frequently visited by employees in the acrospace industry. They've asked you to
analyze one ol the suspected compromised sites. Describe your approach to

investigating this potentinl watering hole attack. What specific indicators would you

look Tor, and how would you determine if (he site has been compromised to serve
targeted malware (o specilic visitors?
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