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eneral instruction(s):

e Answer All Questions
e = M - Max mark: CO - Course Outcome; BL - Blooms Taxonomy Level (1 - Remember, 2 -
Understand, 3 - Apply, 4 - Analyse, 5 - Evaluate, 6 - Create)

e (Course Qutcomes |
CO1: Possess the skills to carry out static and dynamic malware analysis on various

malware samples.
CO4: Comprehend reverse-engineering of malware and anti-malware analysis

techniques.

). Ne- ' ' - Question

A ' You are tasked with analsing malware suspected of operating at both the user
and kernel levels, manipulating system processes and kernel memory. How
' would you approach debugging this malware? Compare the advantages and | 10 | 1 | 4

limitations of kernel-mode and user-mode debugging, and outline the tools and
" technigues you would use for each. |

 As a threat intelligence analyst, you have identified a potentially malicious DLL |
' responsible for unauthorized access and suspicious network activity. How would
you analyse this DLL in a sandbox environment? Outline the steps, tools, and | 10 | 1 | 3

techniques you would use to monitor its behaviour on both the system and the
| network.

You are analysing malware suspected of stealing passwords. Upon discovering
encrypted password storage, how would you go about extracting and decrypting 01314

| the passwords? Outline the tools and techniques you would use to assess the

malware's impact. |

‘3/ You have encountered a suspicious binary, "winlottery.exe," which establishes

| encrypted communication with a remote server. You suspect that the encryption

key is dynamically generated by an obfuscated function at runtime. Using 10
OllyDbg, how would you reverse-engineer the executable to locate the function |
responsible for generating the encryption key and extract it, without access to

e source code?

V' You are tasked with assessing the security of a PDF document sspected of
containing exploits. How would you identify vulnerabilities within the 10

document, and which tools and techniques would you use to detect potential
malicious scripts or payloads?




