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Question 
Dresdner Bank is a major European bank with 368 different job 
functions and 1,300 roles. The challenge is that each employee's access 
privileges were manually handled at the application level. The increased 
use of internal apps led to significant administrative overheads. 
Maintaining several application-level privacy files for each úser was 
inefficient and did not align with the overall security policy structure. 

What kind of Access Control mechanism can be considered for this 
problem? List out any 2 outcomes that the bank could achieve by 
implementing this Access Control system. 
"Hackers can change the operating systenm's functionality simply by 
adding their own programs, making it easy for hackers to steal the 
personal information of targeted users". What type of Rootkit is 
incorporated here? Explain the preventive measures that can be 
followed to avoid Rootkit attacks. 
a) How will you overcome the Ping Flood attack? Develop a strategy to 
protect against this attack. 

b) What is the Ping-of-Death? How will you perform a Ping-of-Death 
attack using the command prompt as a batch file? 

a) Why do supplicants often get de-authenticated in a Wireless 
network? What tool can be used to launch this attack? 
b) Can the WPA2/WPA3 security protocols be hacked easily? If not, 
what ís the strength of these protocols? Elucidate your justification for 
the same. 
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void vulnerable function (char *user input) { 

char buffer [10]; 

Consider a simple 'C program that accepts user input to fill a character 

array: 

strcpy (buffer , user input) ; 
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What kind of attack can be initiated in the above code snippet? How will 

this code become a vulnerable function? In what ways can this attack be 

resolved? 
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