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¢ (CO3: Learn the web application hacking techniques and prevention solutions.
e CO4: Apply the best practices of Secure Credentials, session management, and Security

Automation in web applications.
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You are sending an application to a foreign university for a Master’s
program. Your recommender has submitted their recommendation,
but you have not received any information for three months about
whether you have been selected. When you checked online, you
found a feedback page where you can leave a comment. You are
providing your comment in the following format:

I applied for the MS in Computer Science at your
esteemed university.

1 submitted my application on 22-6-2024.
My application number is 58923 and my name is
IO O

<strong> But I have not received any information
from you for the last three months. </strong>

' 1 am reguesting you to send a reply as soon as

possible.

Identify the type of attack. Identify the vulnerability of this attack.
| Does it affect your machine or the foreign university’s machine?

E)gplam this attack with a suitable diagram.
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You submit a data-filling form to a target server that is not |
accessible to the creator of the form, but it is accessible to you, the
submitter. Identify the type of attack you are attempting. Explain
the identified attack with a suitable example.
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Which attack could potentially give us write permissions to critical
files in addition to read permissions? Explain it with a suitable

example.
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4. | Consider the regular expression /~ ((nnm)*)+S$/. The user is

allowed to provide the regular expression as input. The user gives

the following input pattern.

(2) nnmn nmnnmnnm

(b) nnmn inmnnmnnm

(c) nnrr(nnm{nnrq‘nnnmmrmnrrm

(d) nnmnnmnnmnnmnnmnnmnnmnnmm

Check the above four user inputs and determine which are valid and
which are not. Provide reasons for your answers. What will the
regular expression parser do with the above inputs? Estimate the
time taken to validate the inputs. Identify the type of attack this
could be used in. How would an attacker exploit this attack?
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Our VIT management has decided to create a network between the
four campuses and conduct the placement test simultaneously using
VITplaceApp. No one should be able to copy or exchange any
questions or answers on the web application. Assume that you are
responsible for writing the application code. You need to write the
application - code in a fully secure manner without any
vulnerabilities. Describe the various techniques you will use to
write the web app to ensure it is secure and error-free.
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