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General instruction(s):
o Answer All Questions
e M - Max mark; CO - Course Outcome; BL - Blooms Taxonomy Level (1 - Remember, 2 - Understand,
3 - Apply, 4 - Analyse, 5 - Evaluate, 6 - Create)
e (CO1: To know the fundamental mathematical concepts related to security.
e (02: To understand concept of various cryptographic techniques.

Q. No Question M CcO BL

~

1. | a) Find 157276 mod 97 using the method of fast modular exponentiation. Also, CO1 | BL3
determine the result step-by-step and explain how the exponentiation and modular
operations are applied iteratively.

b) Compute ¢ (8820) using the property of Euler’s Totient Function. Describe your | 3 CO1 | BL3
steps clearly.

2. | a) Solve the following congruent equations and find the X value using Chinese | 7 CO2 | BL3
Remainder Theorem.

X =5 (mod 18)

X =3 (mod 11)

X =0 (mod 5)

b) Write the algorithm steps of Miller-Robin algorithm. 3 CO02 | BL3

3. | Explain in detail the state and key initialization, initial state permutation, key stream | 10 | CO2 | BL2
generation and encryption process of RC4 algorithm with diagram and algorithm steps.

4. | Construct the shift row matrix from the given sub byte matrix (given in Hex) in AES | 10 | CO2 | BL3
algorithm. Also, find X and Y values in the given output of mix column matrix using the
given fixed matrix and determined shift row matrix (Hint: when finding X & Y values,
consider fixed matrix as first matrix and shift row matrix as second matrix)

@ 03 o 0] [63 09 ed ba]l x _ _ _
o0 02 03 01| |93 d0 30 20 Yy - - -
o 0 03| |72 ca 94 6d| |- - — —
B3 o0l 0 | 04 84 85 25 -

Fixed matrix Sub byte matrix Mix column matrix

L =

5. | Describe the operation of S-Box group and S-Box rule. Also, Find the output of S box | 10 | CO2 | BL4
group from the output of the whitener (XOR) operation of DES function using given S-
Box tables. The output of the whitener is 48-bit values, which serves as the input to the
S-boxes. The 48-bit values are given as follows:

110011101010011001110110000011111000101011011110
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Table 6.3 S-box 1
0 1 2 3 4 5 6 7 8 9 10| | 12 | 13| 14 | 15
0 14 04 13 01 02 15 11 08 03 10 06 12 05 09 00 07
i 00 15 07 04 14 02 13 10 03 06 12 11 09 05 03 08
2 04 | 01 14 | 08 13 | 06 | 02 11 15 12 | 09 | 07 | 03 10 | 05 | 00
3 15 12 08 02 04 09 01 07 05 11 03 14 10 00 06 13
Table 6.4 5-box 2
0 1 2 3 4 s 6 7 8 9 10 | 11 12 | 13 14 | 15
0 15 01 08 14 06 11 03 04 09 07 02 13 12 00 05 10
b 03 13 | 04 | 07 15 | 02 | 08 | 14 12 | 00 | 01 10 | 06 | 09 11 | 05
2 00 14 07 11 10 04 13 01 05 08 12 06 09 03 02 15
3 13 08 10 01 03 15 04 02 11 06 07 12 00 05 14 09
Table 6.5 S-box 3
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 10 00 09 14 06 03 15 05 01 13 12 07 11 04 02 08
1 13 07 00 09 03 04 06 10 02 08 05 14 12 11 15 01
2 13 06 04 09 08 15 03 00 11 01 02 12 05 10 14 07
3 01 10 13 00 06 09 08 07 04 15 14 03 11 05 02 12
Table 6.6 S-box 4
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 07 13 14 03 00 6 09 10 1 02 08 05 11 12 04 15
1 13 08 11 05 06 15 00 03 04 07 02 12 01 10 14 09
2 10 06 09 00 12 11 07 13 15 01 03 14 05 02 08 04
3 03 15 00 06 10 01 13 08 09 04 05 11 12 07 02 14
Table 6.7 S-box 5
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 02 12 04 01 07 10 11 06 08 05 03 15 13 00 14 09
1 14 11 02 12 04 07 13 01 05 00 15 10 03 09 08 06
2 04 02 01 11 10 13 07 08 15 09 12 05 06 03 00 14
3 11 08 12 07 01 14 02 13 06 15 00 09 10 04 05 03
Table 6.8 S-box 6
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 12 01 10 15 09 02 06 08 00 13 03 04 14 07 05 11
1 10 15 04 02 07 12 09 05 06 01 13 14 00 11 03 08
2 09 14 15 05 02 08 12 03 07 00 04 10 01 13 11 06
3 04 03 02 12 09 05 15 10 11 14 01 07 10 00 08 13
Table 6.9 S-box 7
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 4 11 2 14 15 00 08 13 03 12 09 07 05 10 06 01
1 13 00 11 07 04 09 01 10 14 03 05 12 02 15 08 06
2 01 04 11 13 12 03 07 14 10 15 06 08 00 05 09 02
3 06 11 13 08 01 04 10 07 09 05 00 15 14 02 03 12
Table 6.10 5S-box &
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 13 02 08 04 06 15 11 01 10 09 03 14 05 00 12 07
1 01 15 13 08 10 03 07 04 12 05 06 11 10 14 09 02
2 07 11 04 01 09 12 14 02 00 06 10 10 15 03 05 08
3 02 01 14 07 04 10 8 13 15 12 09 09 03 05 06 11










BCSE309L & Cryptography and Network Security - Winter 2024-25
Answer Key (E1 Slot)

Question
a) Find 157276 mod 97 using the method of fast modular exponentiation. Also

determine the result step-by-step and explain how the exponentiation and
modular operations are applied iteratively
Answer:
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b) Compute ¢ (8820) using the property of Euler’s Totient Function. Describe
your steps clearly.

Answer:

Property formulae: 1 mark

Detailed steps and correct answer: 2 marks
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a) Solve the following congruent equations and find the X value using Chinese
Remainder Theorem.

X =5 (mod 18)
X =3 (mod 11)
X =0 (mod 5)
Answer:

Relatively prime check, M, M1, M2 & M3 - 3 marks
M1, M2, M3 Inverse values, X value - 4 marks
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Step -
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b) Write the algorithm steps of Miller-Robin algorithm.

Answer:

The below answer is one of the algorithm’s steps. Some other alternate algorithm
steps also there. You can follow any algorithm.

Miller-Rabin Primality Test

Algorithm
Step I: Find n-1 = 2“x m

Step 2: Choose ‘a’ such that 1<a<n-1

Step 3: Compute by = a™ (mod n), .., b, = b%, (mod n)

+1 — Composite

-1 — Probably Prime

Explain in detail the state and key initialization, initial state permutation, key
stream generation and encryption process of RC4 algorithm with diagram and
algorithm steps.

Answer:

state and key initialization (Diagram + Algorithm steps + Explanation) - 2.5 marks

initial state permutation (Diagram + Algorithm steps + Explanation) - 2.5 marks

key stream generation (Diagram + Algorithm steps + Explanation) - 2.5 marks
encryption process (Diagram + Algorithm steps + Explanation) - 2.5 marks

Diagram:

State and key initialization Initial state permutation
(done only once) (done only once)

S[0]1 5111 5121 S[255]

Mix with key bytes
and permute

- - N

State permutation for State permutation for State permutation for
key stream gencration key stream gencration key stream gencration

e e e il | e B O — —

| Permute state values I | | Permute state values I Lo cae—s | Permute state values I
4 I F O S + O S 1

.shju.ls (% bits) | & (% bits) | &

& o] o~

v I3 v I3 B ©
Encryption Encryption Encryption

(first byte) (second byie) (last byte)

Koy — |
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Algorithm steps:
state and key initialization:
* for(i=0to255)

- A

e Sli] «i

*  K]Ji] « Key [i mod KeyLength]
* )

Initial state permutation:

Jj— 0

for (f = 0 to 255)

{
Je— (j+ S5[i] + K[i]) mod 256
swap (S[i] . S[j])

i

key stream generation:

i — (i +1)ymod 256

J o« (j + 5[i]) mod 256
swap (5 [{] . S[j])

k « S |i(S]i] + S[j]) mod 256]

Encryption process:
SIKewy is ready. encrv pit

nput P
C «— P &P k
output C

Construct the shift row matrix from the given sub byte matrix (given in Hex) in
AES algorithm. Also, find X and Y values in the given output of mix column matrix
using the given fixed matrix and determined shift row matrix (Hint: when finding
X & Y values, consider fixed matrix as first matrix and shift row matrix as second
matrix)

02 03 01 01 63 09 cd ba x _ _
01 02 03 01 53 d0 30 20 Y

ol ol 0 il |72 ca 94 6d] |- - — —
B ool o 0| |04 84 85 25 -

Fixed matrix Sub byte matrix Mix column matrix
Answer:
Output of Shift Row: 2 marks
Finding X value in the output of Mix column: 4 marks
Finding Y value in the output of Mix column: 4 marks
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Describe the operation of S-Box group and S-Box rule. Also, Find the output of S
box group from the output of the whitener (XOR) operation of DES function using
given S-Box tables. The output of the whitener is 48-bit values, which serves as
the input to the S-boxes. The 48-bit values are given as follows:

110011101010011001110110000011111000101011011110

Answer:

Operation of S-box group: 1 mark

S-Box Rule: 1 mark

Output of the S box group (Each s-box:1 mark): 8 marks

Operation of S-box group:
(}Either draw this diagram or theoretically, they can explain)

48-bit i_nput
Array of S-Boxes

#%ﬂ#%ﬂ#%

32 blt output

Fig. 6.7 S-boxes
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S-Box Rule:
(Either draw this diagram or theoretically, they can explain)

bat 1 Tbat 2 Tbat 2 bat <4+ bt 5 bat &
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n n n n
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o i
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Fig. .8 S-box rule

Output of the S-Box Group:
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