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Q. Nu[ Question

1. | Twitter is in the spotlight after a controversy crupted involving a fake corporate
account. A 19-year-old commerce student named Ravi allegedly created a
counterfeit Twitter profile impersonating the customer support handle of a
popular online shopping company. Through this fake account, Ravi responded
to genuine customer complaints, sharing fraudulent payment links and
collecting personal data from unsuspecting USErs. Several victims reported
financial losses and data breaches.
After multiple complaints, the company’s legal team approached the cybercrime | 10
cell. The account was found to have been active for only three weeks but had
already engaged with over 200 customers. Following the investigation request,
Ravi was traced and detained.

As a forensic investigator, describe the stan
investigate this case and ensure the findings are a

solve the case.

dard procedure you would adopt to
dmissible in the court to help

—-—_—-—-—'_-_'_ I

2 A well-known city hospital reported to the cybercrime cell that its patient record
management system had been encrypted by ransomware. Hackers had
infiltrated the network through a phishing email sent to hospital staff. The
’ attackers dcma_ndr:d paymenl in cryptocurrency in exchange for the decryption
key. The hospital’s IT team confirmed that several servers and workstations

were compromised, and patient data backups were suspected to be tampered

with.
| a) Devise 2 cump_lu:t:: forensic investigation plan for the above ransomware
incident. Explain how you would analyze and interpret the digital evidence
. i ~ |

Page 1 of 2



hnology

- Vellore Tnstitut® :Ee:mc Act, 15
e S

OF ¢ -

T:::; C OMm

C
P CIEN EST -1
. R
COllegpeq ALL SEMESTE
c

In op
an b'E ac .

der

. S .
_\_\__‘-\-\_‘-i-\_
i REG.NO.: j

£ AND ENGINEERING I..

% - - ___._.—--"'_'_'_—'_.n:n—i
to !dcntifﬁﬁ‘é altacker and dete
r ':”""iir:ge d

Hc_whether the accused ‘

e
ols you would l--lsc:.'.se.
i“l'-’»‘l‘pn:tl-'ntiu‘.'Jn in this

si
2:“.& agﬁncy has reported that s€n

T Involvement.
Orens;

€ren

‘ » EXplain ;
In the Context ¢ is case
CVery stage of evig

ence hnndling.
b) By referring 1, the a

5 ¥

\ v 1 i Justif t]'ll?.
inpvestigation. : Y. ) g

e tive patient records fmn‘;
reag accessed and copied 10 terna
Citly ied to unknown exter
¢ . u cs . voln:e h:::-th external hacking
IS suspected to in
i i-l'lS'd . p

ibe the incident | ¢
, describe t :
¢ i : his case, igital evidence.
di Xaminey assigned to th collected dlEtFaI o
1 tfile formats for storing tages and disadvantag N
i istics, advantages, dy to trac
E;Eammntin: t:grma'l chain of custody
- Also, crea

bov
d adopt t
ase Serve
€re syste

that you woy
Such as datap
situations wi, ms mg

ingency strategies
¢ Mentioned case, outline fhe commgdﬁte}rrsc devices
O ensure evidence acquisition from ovable media in | 5
IS, Cmployee workstations, and rem

Y be damaged, encrypted, or remotely wiped.
4 | A digital film produc

eal

e drops or playback lag, th
storage solutions that can deliver b-nll'! high thr !
a storage systems consultant, explain the architecture
merits, and demerits of the following RAID levels,

a) RAID 5
b) RAID 1+0

6
< RME d on the studio’s need for large data thr
Also, base d redundancy, recommend the most
petformance; an ide clear technical justification for your ch
configuration. Provide clear

ive procedure for collectin
» comprehensive p -
5. 111uslratf: th:c:ne Erith a relevant examf:l:l.f :::cgtﬁzﬁ
cybertrlmz ou would fmp]'-}y 5 sqt:[lcgrit}' and
the methods Yu[d take to verify its i
WO
steps you

FRLE s LRt Ll S T T T &
®

; video

tion studio handles laigh-resplutiond41"; uar';dstil;{age. o

projects that require real-time playback, fast rendenng_. and secur ager o
i . e studio is exploring redun

oughput and fault mlerar.lce.. As

, working principle,

oughput, real-time

suitable RAID
oice,

g digital evidence ay 5 L
nsic investigatur, explain
the acquired daty and the
authenticity throughoyy

omenel 1

10 | 3





{ "type": "Form", "isBackSide": false }

