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e Answer All Questions

e M -Max mark; CO - Course Outcome; BL - Blooms Taxonomy Level (1 - Remember, 2 -
Understand, 3 - Apply, 4 - Analyse, 5 - Evaluate, 6 - Create)

e Course Outcomes: (Type the CO statements covered in this question paper. Use the CO
number as per the syllabus copy)
CO1: Understand the emerging cybersecurity attacks and their adversarial risk
C02: Identify the emerging vulnerabilities and attacks, and countermeasures in cyber-

physical systems.

Q.No

Question : M CcOo BL

7| “The Indian Railway Catering and Tourism Corporation (IRCTC) has reported

a serious cybersecurity breach involving unauthorized access to two of its
official email accounts: tourismlko@irctc.com and mculko@irctc.com. An FIR
was lodged, following a formal complaint by IRCTC officials, who alleged that
the compromised emails were used to send fake complaints to government
authorities.” Build an attack tree to know the motive of the attackers with
_respect to the overarching security concerns.

10

co1

)}/ How will you use the Nmap tool to obtain the following information through
S

various scanning procedures? (Each subdivision carries 2 marks)
\,Péf;ti-‘sgcovery of ports that are liscening
(bYTdentify a host’s OS that is useful for an inventory sweep of your
q. network.
~_(¢) Determine whether a remote host has a firewall enabled, and which
orts are filtered
4 Check the weak points of a host through the analysis of well-known
pen ports
Perform a stealth scan for TCP information.

10

co1

)(_3,//.,}’)/ Differentiate between DNS Amplification and DNS Reflection attack.

our organization operates a popular e-commerce website. Suddenly, your
website becomes unresponsive, and customers flood your support channels
with complaints. What kind of attack scenario would this be? How will you

L____Bssess your organization’s ability to mitigate this attack?
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