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e Answer All Questions

e M- Max mark; CO - Course Outcome; BL - Blooms Taxonomy Level (1 - Remember, 2 -
Understand, 3 - Apply, 4 - Analyse, 5 - Evaluate, 6 - Create)
Course Qutcaomes .
3. Understand and implement the cryptographic techniques and know the real time
applications of various cryptographic techniques,
4. Know fundamentals of cybercrimes and the cyber offenses.
5. Understand the cyber threats, attacks, vulnerabilities and its defensive mechanisms

Q. No| Question [ Module| Marks| €O | BL
Explain the MixColumn transformation in AES and apply it to compute
the transformed values of the third and fourth columns of the given
ShiftRow matrix. g 6
02 03 01 01 63 47 a2 [0 ‘
01 02 03 01| , |[9¢c 63 5 f2 S L
01 01 02 03 7b 7c¢ fO ab
03 01 01 02 ca af 76 76

Show all intermediate steps to Support your answer |
7 | Consider the elliptic curve defined over the finite field GF(37)

E:yi =x'+ 2x ¢ 3 (mad 37)

Field: GF(37)

1. Find all the affine points (x. y) on the curve, Le, all integer pairs
with x.y € (0.1..,36) that satisly the curve equation. Also mention the
point at infinsey O 3 10 3 3
| Z. For the point I = [0,1R), compute the point doubling 2I' =P + I’
| Show step-by-step calcalation of the slope A and the resulting

' evordinates of 21 Verity the result lies on the curve.

|3, For the points I = (0,15} and Q = [1,22), compute the point

| sddition P+ @ Show the slope calealation and the resulting point.
{I Venfy the resulthes on the curve
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Imagine you are partof a cylwrscfunl) defence team for a smart ity 4
that relies on loT devices for trallic control, healthcare monitoring
and public safety, Intelligence reports suppest that a group of
attackers is planning 4 large-scale cyber-attack targeting these
systems. As a defence attalyst, break down how the attackers might
plan such an attack {e.g., reconnaissance, identifying vulnerabilities,
selecting attack vectors) and an tlysc how you would use this
understanding to strengthen the city’s cyber defences.

10

In a small town, cybercrimes such as phishing and online harassment
are frequently traced back to local cybercalés where computers are
shared by many users daily. As a policy adwisor, evaluate the
effectiveness of current legal frameworks in holding cybercafés
accountable. What improvements would you recommend ensunng

both public access and digital safety?

10

An employee of a company receives a friend request on social media
from an account impersonating a senlor manager. After accepting,
they are tncked into clicking a hnk that captures their login
credentals. Evaluate how phishing through socal media can B
compromise organizational security. Recommend the strategies of

both technical and behavioural that the company can implement to
prevent such attacks in the future.

10
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