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o Answer All Questions

Q. No Quest : ) : archifécltur‘?-:_f@f_a_ .
1. Consider that you are assigned the task to design the Sgggtémﬁﬁnaﬂons: The |
new operating system intended for use in @ vIT Entran i ity of user
system will need to handle student information and supp tit;g'sySlém will run.
roles with different security aspects. Additionally, the ngmdbt!cit's‘ e aasrion
in an environment where potential security threats, suchasT 5 AIG a0 e il
concern. s Bt R0
A) Which type of security design would you prefer éqf_ ;l]::: :ﬁ-dés'ig'ﬁ'é?
environment, and why? Discuss the potential n;ade-o § OF botn Ubalst
i i Marks). ;
in terms of security and pcrformance_{(é Mar . e U i
B) Discuss the challenges of dctccting__and. mltlgat:ngrootkltsﬁn au'u?sttzq-
system. How Rootkit Evades Detection solves the challengess
Marks)

2. | ABC Inc is a multinational cybersecurity consultant whzch halndles sensitive
client data and financial transactions. The company has _n‘ec_entl.y face‘fi J:Emmple
cyber-attacks, including attempts to exploit vuln'erab:l_ltles in thfur mtarjnaL
network. To address these concerns, the company has decided to design a.robust
security infrastructure using firewalls, The company needs to ensure that its
network is adequately protected against both internal and external threats, while
maintaining high performance and scalability across its various global branches. | 10
A) What type of firewall would you recommend fqr the company's internal
network? Discuss the advantage of your proposed system with neat diagram (6
Marks) j
B) Compare your proposed firewall with other types of firewalls. Discuss the
pros and cons. (4 Marks)
3. | XYZ Inc, is a large e-commerce platform that handles sensitive customer data,

Recently, the company faced several cyber-attacks including DDoS attacks. In
response to the above, the company decides to implement an Intrusi

e . e on Detecti

and Prevention System to safeguard its infrastructure, )

A) Which types of IDS would you recommend for monitoring traffic detecting: H
attacks, and ensuring system integrity? (3 Marks) X ng

_ | B) Discuss the strengths and limitations of both [DS and IPS. (3 Marks
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