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You are part of a development team working on a low-level device driver for 
a custom hardware component. During testing, the system crashes 
intermittently without providing clear logs. Your team must decide whether to 
use kermel-mode or user-mode debugging to diagnose the issue. Which 
debugging mode is more appropriate in this scenario? Justify your answer by 
comparing kermel-mode and user-mode debugging in ternms of access level, 
system stability, and associated risks. 
A company provides you with a suspicious file and asks you to run it in a 
malware sandbox for dynamic analysis. Describe how you would monitor the 
behavior of the file inside the sandbox and highlight the indicators that would 
confim the file as malicious. 

Maximum Marks: 50 

During a forensic investigation of a compromised server, you discover an 
unfamiliar binary that appears to subvert authentication routines. Describe the 

systematic steps you would undertake to emulate and analyse the 
authentication bypass within a controlled environment, in order to understand 
the malware's behaviour. How might this process contribute to strengthening 
defensive measures against similar attacks in the future? 

A university's research laboratory has detected a network worm propagating 
by exploiting weak authentication mechanisms across internal systems. As a 
member of the malware analysis team, outline a systematic approach to 
reverse-engineer the worm's propagation logic within a controlled sandbox 
environnent. Your response should detail the tools, techniques, and safety 
protocols involved in reconstructing its behaviour. Critically assess how the 
insights gained from this analysis could infom the design of robust 
countermeasures, including authentication hardening and 
segmentation strategies. 
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A financial company's employees report that opening a seemingly harmless 
PDF invoice triggers abnormal system behavior. Initial checks reveal the 
PDF has an unusually large number of embedded objects and compressed 
streams. As a malware analyst, explain how you would dissect the docunent 
structure to reveal hidden malicious code, and which vulnerabilities 
attackers are likely exploiting. 
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