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J/ a) Listand explain the five stages of Hacking.
[5]

p/DetaiI the steps involved in Manual Vulnerability Assessment.
de an insight on the use of various [5]

/ ' 3) How a DNS query is resolved? Provi
pose.

servers, DNS record types and files that aré used for this pur

erform the following using DNSRECON tool [5]

pecifically targets SRV record

b) Illustrate how you will p
provide the dnsrecon
for the examp
reverse lookup 0N all
work range.

command that s

[ ]
le.com domain.

retrieval

e Perform
172.224.80.115/24 net
perform DNS enumeration using a target
perform zone transfer on the domain example.com.

rce subdomains using @ wordlist for a domain €

|p addresses within the

nameserver nsZ.bluehost.in.

xample.com.

e Brute fo

perform man in the middle attack using ARP spoofing

// |llustraté how a hacker can
que. provide the counter measures for this attack.

techni

for offline password cracking. Support your

/ petail the useé of the following tools
explanation with commands.
Jjohn the Ripper
Hashcat

/ Elaboraté on WPA h'an'dshake process and detail how the following tools can be
used t0 crack the Wi-Fi password by capturing the WPA handshake file

Airmon-ng
B pirodump-ng
. Aireplay-ng
e Aircrack-ng
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e

er can manually expoit tis weakness 10 gt

and illustrate how ool like SQLMAP can be used for
ds from the database.
ntial vulnerability a

rovided C code snippet. |dentify the pote

analyse t e p
tative measures necessary to

" malicious actor could exploit and detail the preven

mitigate this risk.

#include <stdio.h>
#include <string.h>

void process_input(char *user_input) {

char local_buffer[8];

strcpy(local_buffer, user_input);
printf("Buffer content: %s\n", local_buffer);

}

int main (int argc, char *argv([]) {
if (arge I= 2) {
printf("Usage: %s <input>\n", argv[0]);
return 1; ;
!
process_input(argv[1]);
printf("Program completed successfully.\n");

- return 0;
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1(‘)?) Elaborate on the use of the following tools for performing Web Application =5

vulnerability scanning. Provide the steps and configuration required to perform L
the scan.
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