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You are performing a secunty audit {or an online banking web
application. The application allows users o log im owith thear
asername and password. Alter login, users can view their own
wransaction history, transfer funds, and update personal details.

a) Identify and explain the security flaw related to authorization

this scemario. Why is it critical 1o separate authentication from
{4 Marks)

| authorization?
b} Dhscuss the security risks of stornng the JWT token in local
Storage. What alternative would you recommend? {3 Marks)
¢l What improvements cin be made to session management Lo
enhance the secunty of the application? {3 Muarks}

[Mscuss the male of client-side and server-side data slorage in
modern web applications. What are the security nsks associated
with each, and how can they be mitigated?

While you are testing examplecorp.com and try performing o
DNS zone transfer. To your surprise, the DNS server allows it
and you retrieve a list of internal subdomains, including

staping.examplecorp.com, vpn.examplecorp.com, and internal-

a2m L"ILJTI1'|.1||.."~'I-'||]'|‘-£':1'|'|1.
a) Explain what a4 DINS 7zone iransfer is and how it can be
misconfigured and discuss the implications of expasing internal

cubdomupins through zone transfer. {6 mrarks)

¢} What steps can the company take to prevent this kind of
attock? 4 marks)

While testing an oaline education platform, you use the browser’'s
developer tools 1o inspect the network activity. During this analysis,
you uncover several undocumented API endpoints thal are npot
mentioned in the pubhic documentation
GET ‘apliuser/profile

IPOST fapyadmundcreale

You also observe that access 1o the adniin/creste endpoint 15 not
blocked even for normol users  with  valid  JWis
a) Deseribe how browser mools can help in discovenng hidden APL
.,-|||I|1._-|m-. also discuss whal security  1ssue IS present in the

sdimin‘ereate endpoint, explain why proper authorization is critical
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.
X-Powered-By: PHP/8.1.2

werver: Apache/2.4.54 (Ubuntu)
Content-Type: text/html; charset=UTF-§

| help in identifying potential vulnerabilities.

b) Suggest an effecnive method o Securing sensitive e

ndpoints,
marks)
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When you are performing the initial reconnaissance of a job

portal web application as part of a vulnerability assessment
While inspecting the application in the browser's Developer
Tools, you notice that the user interface dynamically updates
content without refreshing the entire page. The JavaScript files
loaded mclude filenames such as main.react.bundle.js and
vendor.react. bundle, js

Ybserve the following HTTP response headers:

Based on the above information, what can you infer about the
client-side and server-side frameworks used by this wch

application also explain how recognizing these frameworks can |
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