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management of securing a web-based system.
3. Learn the web application hacking techniques and prevention solutions.
4. Apply the best practices of Secure Credentials, session management, and Security

Automation in web applications
5. Develop the best strategies to prevent XSS, CSRF, XXE,

securing third party dependencies.
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Q.No Question M |CO|BL !!

cks a link sent by her classmate David, which takes her |.
i

1. During a class project, Olivia cli
to a webpage displaying a message. The message contains a script that steals her

i session cookies. What type of XSS occurs when malicious code is delivered to theuser | 10 | 3 | 3 |
in an HTTP response, often through a URL parameter or a form, without being stored II
permanently on the server? Explain what type of XSS is this with flowchart. |
2. In 2007, a 7-Eleven breach occurred: a group of attackers exploited an injection 1 |
vulnerability to compromise the payment systems of several companies, l
including the 7-Eleven retail chain. This breach led to the theft of over 130 \
million credit card numbers. The attack was one of the largest data breachesof | 10 |4 | 3
its time, demonstrating the immense financial. Identify the type of vulnerability

and explain with flow chart

3. |a) The web server’s CPU suddenly hits 100%, but network traffic is low.

Logs show a single 50-character validation request for a "Promo Code" is

i hanging for 30 seconds. The code uses the regex 7 ([a-zA-Z]+)*$. What specific 3
E type of DoS attack is this? Explain briefly,

b) Your "Network Utility"” web page allows users to enter an IP to ping. An
attacker submits 8.8.8.8 ; cat fetc/passwd. The server executes the ping, then 5
displays your internal system files. Network traffic remains low, but sensitive
data is leaked. Identify and explain the web attack with preventive measure.

4. |a)  Anapplication’s XML parser is configured to resolve external entities. An
attacker uploads an XML file containing a system reference to file:///etc/passwd. 5
The application processes the file and displays the server's local password file in
the response. Identify the attack and explain it with a flowchart.

b) A user visits a malicious site while logged into a web application. The
malicious site triggers an unauthorized POST request to the application using | 5
the user’s active session cookies. The application performs a sensitive action







