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BCSE309P Cryptography and Network Security Lab L(T|P|C
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Pre-requisite NIL Syllabus version
1.0

Course Objectives

1.
2.
3.

Understand various Private and Public Key cryptographic algorithms.
To learn about hash functions and digital signature algorithms
Acquire knowledge in various network security models

Course Outcome

On compiletion of this course, students should be able to:

1.

2.

3.

Implement various cipher techniques without using standard cryptographic library
functions

Develop the various hash functions and digital signature algorithms for different
applications

Develop various secured networking-based application

Indicative Experiments

1.

Consider a sender and receiver who need to exchange data confidentially using
symmetric encryption. Write program that implements DES encryption and decryption
using a 64 bit key size and 64 bit block size

Consider a sender and receiver who need to exchange data confidentially using
symmetric encryption. Write program that implements AES encryption and decryption
using a 64/128/256 bits key size and 64 bit block size.

Develop an chipper scheme by using RSA

Develop a MD5 hash algorithm that finds the Message Authentication Code (MAC)
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Find a Message Authentication Code (MAC) for given variable size message by using
SHA-128 and SHA-256 Hash algorithm

Measure the Time consumptions for varying message size for both SHA-128 and SHA-
256.

Develop the Digital Siganture standard(DSS)for verifying the legal communicating
parties

Design a Diffie Hellman multiparty key exchange protocol and perform Man-in-the-
Middle Attack.

Develop a simple client and server application using SSL socket communication
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Develop a simple client server model using telnet and capture the packets transmitted
with tshark Analyze the pcap file and get the transmitted data (plain text) using any
packet capturing library.

Implement the above scenario using SSH and observe the data
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Develop a web application that implements JSON web token

Total Laboratory Hours | 30 hours

Mode of assessment: Continuous Assessment, FAT
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